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Common operating model - campus edge to DC, cloud 
managed

HPE Aruba Networking 
CX 6400

HPE Aruba Networking CX 8360/8100HPE Aruba Networking 
CX 8400

HPE Aruba Networking CX 9300 -32D

HPE Aruba Networking 
CX 6X00

Data center—leaf-spine, 25/100/400G,
On premises, private cloud, colocation

HPE Aruba Networking CX 8325

HPE Aruba Networking CX 6300M

HPE Aruba Networking CX 10000

HPE Aruba Central and AOS CX 

HPE Aruba Networking CX 9300S-32C8D
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Distributed services switch, 
a new switching category 

HPE Aruba Networking CX 10000

DDoS TelemetryFirewall Encrypt NAT SLB

L4-7 stateful software services

Full network functionality, 
plus 800G firewall performance 

A stateful firewall behind every switch port with 
built-in telemetry streaming

Eliminates/reduces need for appliances 
and host software, delivering 100x 
scale, 10x performance at 1/3 TCO
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25/100, 400 GbE Fabric 

Zero Trust at the server-network 
edge (→ SROT*)

Full visibility and telemetry
(secure fabric, policy, apps)

HPE Aruba Networking CX 10000

Require higher performing, more intelligent, secure data center fabrics

10, 25, 100GbE I/O
HPE Silicon Root of Trust, RoCE, NVMe 

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY
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Centralized services architecture

ECA

Leaf 

Spine 

Workload
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B D

Internet

✓Perimeter 
security 

Centralized services architecture

Services

Design challenges 

• Traffic having to hairpin to 
L4-7 services leaf/rack 

• Unable to scale to match 
volume/velocity e-w traffic

• High and cost complexity 
(appliance sprawl, licensing) 
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Distributed services architecture

Design advantages 

• Better security posture—
firewall on every leaf port

• Lower TCO, retire legacy 
appliances/software agents

• Real-time telemetry

• Automated network and 
security policy and 
provisioning

• Improved app latency/perform

Services

ECA

Spine 

Workload
s 

B D

Internet

✓Perimeter 
security 

Distributed services architecture

Leaf 
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ZTNA – Zero Trust Network Access



8Confidential | Authorized HPE Partner Use Only

DC microsegmentation
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DCN is not a forklift proposition. Wrap networking around specific workloads.
Secure fabric Interconnect for secure racks 

HPE Aruba Networking 
CX 10000 

Compute and storage solution
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Secure racks x n →
Existing environment

L2
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L2

Any existing vendor network 
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Ubiquitous Segmentation 
and Fabric

for performance and global scale, 
with choice of centralized and 

distributed enforcement models; 
standards-based technology 

stack (EVPN-VXLAN)

Unified Policy Orchestration 
and Enforcement

with stateful application role-aware 
policy enforcement by CX switches, 

APs, AOS gateways, EC SD-WAN 
gateways and SSE public cloud 

integrations; policy recommendations

Intelligent Campus, DC 
and Branch Automation
with intent-based workflows 
for automated underlay and 

overlay configuration

AI-Powered Assurance
for network anomaly 

detection, client behavior 
profiling, and user, workload 
and application experience 

assurance

Industry’s first cloud-native unified policy orchestration & network automation for Campus, Branch, Datacenter & SD-
WAN

HPE Aruba Networking Central
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