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Our Mission:
To protect, secure & provide 
insights into the world’s data.

Data Protection
• Broad Workloads
• Enterprise Scale
• Flexible Consumption

Data Security
• Threat Detection
• Posture Management
• Cyber Recovery

Data Insights
• GenAI Engine
• Search & Analytics
• Operational Insights

Estimated exabytes under management, company estimates 

Primary Data100 EBs

1000 EBs Secondary Data

Managing, Securing and providing Insights into 
data is a massive opportunity.
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Cohesity – Cyber Event Response Team
https://www.cohesity.com/support/cyber-events-response-team/

• CERT is always part of the support.

• Rapid Ransomware Response – 
Expert assistance from Cohesity to 
quickly assess, contain, and recover 
from cyberattacks using immutable 
snapshots and clean backups.

• Forensic Analysis & Guidance – 
Help identifying the scope of 
impact, validating clean recovery 
points, and providing best 
practices for secure restore.

• Minimized Downtime & Risk – 
Accelerated recovery workflows 
and close coordination with your 
IT/security teams to reduce 
business disruption
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The leading brands in enterprise
and public sector rely on us

~70% 
OF THE

GLOBAL 500
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The leading brands in enterprise 
and public sector rely on us

Manufacturing

Healthcare & Pharma Services & RetailFinancial Services Federal & SLED

EnergyTechnology Telecommunications & Media
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Federal/SLED



© 2026 Cohesity Inc. All rights reserved. 7

MITRE ATT&CK
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• Globally-accessible knowledge base of adversary tactics and techniques based on real-world observations.

• 14 “tactics” or stages the attacker goes through to steal and encrypt or wiper your data.

• Over 300 different “techniques” available to team to achieve each outcome
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When damage is done

Confidentiality
breached

Integrity &
availability
breached

• It is only in the last two tactics that there is impact
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Vulnerability exploitation is most common way into organizations

Exploitation of vulnerabilities Credential Stuffing Phishing Other

12%24%34%
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…and the pace of weaponization is increasing

Exploitation of vulnerabilities

34%

Average time customers patch vulnerabilities
Day 30Day 1

Patch released
by vendor



© 2026 Cohesity Inc. All rights reserved. 11

reconnaissance Initial
Access

Defense
Evasion Discovery CollectionPersistence Exfiltration

Resource
Development Execution Privilege

Escalation
Credential

Access
Lateral

Movement
Command

and 
Control

Impact

…and the pace of weaponization is increasing

Exploitation of vulnerabilities

34%

Average time customers patch vulnerabilities
Day 30Day 1

Patch released
by vendor

Exploit built into
RaaS platform

Day 2
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AD / IDP under siege

Handles the 4 A’s of IAM
(Identity and Access Management)

ü Authentication:
    Who you are

ü Authorization:
    What you’re allowed
    to access

ü Account:
    management

ü Audit:
    Proving who did what
    (sign-in logs, etc.)

What does Active Directory do?
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AD / IDP under siege

90%
Incident Response Cases

IR engagements that involve 
Active Directory compromise

(Mandiant Consulting)
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Jaguar Land Rover

• Attack was disclosed early September 2025 -> JLR did 
not produce single vehicle for 5 weeks.

• Phased restart of production in October, normal 
operations mid-November

• JLR initially stated there was no evidence of customer 
data theft, it later admitted that some internal data 
might have been affected.
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Jaguar Land Rover
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Jaguar Land Rover



© 2026 Cohesity Inc. All rights reserved. 17

Jaguar Land Rover

• JLR – virallista vahvistusta ei ole, mutta merkit 
viittaavat vahvasti siihen, että indetity provider oli 
joutunut hyökkäyksen kohteeksi:
• Pääsy:

• IT-ympäristöihin
• Tuotantoympäristöihin
• Applikaatioihin

• Hyökkäystapa viittaa muutamaan ryhmään, nämä 
ryhmät ovat tunnettuja siitä, että he hyödyntävät:
• Indentity-based intrusions (not exploits)
• Social engineering + credential theft
• Targeting SSO / IAM systems
• Steal credentials / session tokens
• Bypass MFA
• Take over cloud identity (Entra ID / Okta)
• Pivot into on-prem AD
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JPM

May 2025 – over 25 million customers were affected, 
compromised data including personal information.

September - 2014 – Attack was discovered
late July, halted middle August - one of the 

largest in history, affecting 76 million
households & 7 million small businesses.
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State of Cybersecurity
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Cyber Resiliency: Bouncing Back!

• Immutable backup

• RTO requirement -> Recover vs rebuild?

• Digital Jump Bag
• ISO images
• Base network configurations
• Application installers
• License keys
• Manuals
• Contact persons
• DNS, AD, etc. configs
• Playbook/Recovery plan
• …

Cyber Vault

• Archive is not Cyber Vault
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Summary

1. Successful cyber attacks cannot be prevented, even largest 
corporations with largest security budgets faces them:
• Focus on how to bounce back.

2. AD/IDP compromise is the case in 90% of the time in cyber events:
• Make sure to have immutable backups in place regarding your 

business-critical workloads & applications, including AD & EntraID

3. Playbook/recovery plan & Digital Jump Bag:
• Have them & keep them safe and isolated.

4. Cyber Vault:
• Off-site copy of the critical data, including recovery plan & DJB.

5. Recover vs Rebuild:
• Prepare to rebuild instead recover.
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THANK YOU


