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Panostukset kyberhyokkayksiin
Tuottoa Ransomware viipymisaika (DWELL time)
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encryptors and communicate with attacked victims

Source: December 2024 Ransomware: FunkSec’s Rise and RaaS Expansion



https://blackkite.com/blog/ransomware-review-december-2024-funksecs-meteoric-rise-and-the-growing-threat-of-raas/

Panostukset kyberhyokkayksiin
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Onko kaikkli kunnossa ?

39%

were confident in their

preparations before
a ransomware attack

-

0%

drop in confidence

in their organization's
preparations after
an attack

ransomware-trends_wpp.pdf, Veeam insight, 2025 Ransomware Trends and proactive Strategies

Haittaohjelmat ymparistossa,
rilppumatta nykyisista SOC -
kerroksen suojausta

Trojan Horses

23 days

industry average
recover time

14%

Other of users have found
(Tracking Cookies etc..) malware in their backups Spyware

Adware & Scareware .'

Viruses
(Malicious code etc...)

Key Loggers


https://www.veeam.com/analyst-reports/ransomware-trends_wpp.pdf

Varautuminen — Kuinka edeta
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IBM PoV: Operatiivinen jatkuvuustikas

CYBER SECURITY

Security Operations Centre (SOC) Integration

(&

1. Foundational
Securit :

Y User Credentials -
Zero Trust End-point Security

. - Firewalls etc
Principals

DATA CLASSIFICATION - Compliance, Criticality, Risk

DATA PROTECTION - Copies, Backups, DR, HA

Network Security



IBM PoV: Operatiivinen jatkuvuustikas

1. Foundational
Security

IBM Storage Virtualize, IBM
Storage FlashSystem, and
IBM SAN Volume Controller
Security Feature Checklist

Updated for IBM Storage Virtualize Version B.5.3
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Solution Brief:

IBM FlashSystem with
Veeam Availability Suite

Volume
Group

Lower the additional impact
from backup activities on

the environment by retrieving
virtual machine (VM) data
from Storage Snapshots.

Quickly and easily recover.

I @1 Individual items or entire

VMs with Veeam Explorer™
for Storage Snapshots.

Introducing Policy-based Replication (PBR)

= Mo management
possible from
recovery site.

Volume - Except to ‘enable

create completely isolated
copies of your production
environment in just a few clic
for fast and easy developing,
testing and troubleshooting.
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I )i 1
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Snapshot orchestration
at the primary storage.
In addition to a backup chain, |
a Veeam backup job can save |
snapshots and manage their |
retention separately. !

1

1



Suojauksen 4. ulottovuus

Cyber hyokkayksista palautuminen eroaa totutusta palautumisesta

Category Traditional Recovery Cyber Recovery
Nature of impact Rando‘m . Targeted :
e.g. natural disasters engineered for maximum impact
: - Global Need Early
Scope of impact Local / Regional can affect any connected systems - Detection
Backup repository : _
~fected Not typical Possible B
. ¢/
: Unknown
Recovery point Known need most recent uninfected copy
Mitigation objective RPO/RTO RPO/RTO + Safe Recovery - g:fzdRZifviry
Duration of impact Hours to Days Days to Weeks ~
—/ A1

Relative probability of

Low High
occurrence

© Copyright IBM Corporation 2025 - IBM & IBM Business Partners Only -



IBM PoV: Operatiivinen jatkuvuustikas @g

DATA ISOLATION
2. Data
Isolation Air Gapping

| east
Privileged

Access
Principals

Logical Isolation Physical Isolation

9 DATA IMMUTABILITY



IBM PoV: Operatiivinen jatkuvuustikas @g
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IBM PoV: Operatiivinen jatkuvuustikas @g

3. Discovery

Data Integrity - Malware Scanning
Machine Learning - Inferencing

DISCOVERY/DETECT

Primary Data Secondary Data
(Snapshots) (Backups)

ANOMALY DETECTION
Near real-time with Machine Learning & Inferencing




IBM PoV: Operatiivinen jatkuvuustikas

3. Discovery

Capacity
1.7TB will recover
2.5PB What if you knew the problem here? MUCH faster than
Discover in <1 min, only 1.7TB impacted 2.5PB
ActiveI/O
T
=
-y M’%&‘\E
1.25PB ,
' )
ELhri?it detteart:gon Threat detection in
nactive s dormant state
1.TB

@ Isolated & secure

Software defined

Designed for
©) always-on
automation

123456789 1011 12 13 14 15 16 17 18 19 20 21 22 23 24

/ TTme (Nrs) \

SIEM
Application

Al Powered
Anomaly
Detection

Crowd User Defined

4 )

CleanRoom

Recovery testing & malware scanning

Qu rces Schedules




IBM PoV: Operatiivinen jatkuvuustikas

3. Discovery

Granular Data
Analytics &
Volume Stats
(Summarised
every 2s)

A
SNIA.

Advancing storage &
information technology

Computational Storage

Architecture and Programming
Model
Version 1.0
SIEM/SOAR

e.g. IBM QRadar, Splunk etc

Take SOAR actions, I.e. isolation

e.g. Trigger ad-hoc Safeguarded Copy

IBM Storage Virtualize Software
(FlashSystem firmware 8.6.3+)

Forward Details

—_—
Patchable AI (e.g. Alert type,
Trends/Summary Inference Engine affectedvolume)

Real-time

Alerts IBM Storage Defender DRS
(Typically Data Resiliency Service
under 1

minute)

IBM Storage Insights Pro



IBM PoV: Operatiivinen jatkuvuustikas @g

Clean Room, Cyber Vaulting

Modern Recovery Known Recovery Stance
(Instant Mass Restore) (Clean Copies)

MINIMUM VIABLE COMPANY
Understanding from Classification - on-array instant restoration

FULL COMPANY
Understanding from Classification - secondary restoration tasks




IBM PoV: Operatiivinen jatkuvuustikas @g

Integration with SIEM/SOAR

AUTOMATION & ORCHESTRATION
5. Automation

Automated Isolation Automated Recovery

STORAGE RESILIENCY
Alerting, Orchestrated Recovery Groups, Playbooks



IBM PoV: Operatiivinen jatkuvuustikas

5. Automation
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Datan saatavuus on tiimityota

TEST THAT
IT WORKS
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