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Tuottoa
Kyberrikollisuus

Kannattavaa liiketoimintaa – 
tuotekehitykseen panostus kasvaa 
kokoajan

RaaS (Ransomware as a Service)

Source: December 2024 Ransomware: FunkSec’s Rise and RaaS Expansion

Ransomware viipymisaika (DWELL time)

101 d 21 d 10 d 24 h 4 h
2018 2020/21 2022 2023 2025

https://blackkite.com/blog/ransomware-review-december-2024-funksecs-meteoric-rise-and-the-growing-threat-of-raas/
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https://www.security.org/insurance/cyber/statistics/
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Cyber Insurance market (USD Bn)

2020 2023 2025

Jaettu vastuu 
– selkeät roolit 

& 
suunnitelmat 

reagointiin



Onko kaikki kunnossa ?

ransomware-trends_wpp.pdf, Veeam insight, 2025 Ransomware Trends and proactive Strategies

Haittaohjelmat ympäristössä, 
riippumatta nykyisistä SOC –

kerroksen suojausta 

https://www.veeam.com/analyst-reports/ransomware-trends_wpp.pdf
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NIST –viitekehys 
teknologiariippumaton 

lähestymistapa

IBM näkemys perustuen NIST –
viitekehykseen

Toiminnallisuus eri kerroksissa



IBM PoV: Operatiivinen jatkuvuustikas

1. Foundational 
Security

CYBER SECURITY
Security Operations Centre (SOC) Integration

User Credentials -
Zero Trust 
Principals

End-point Security Network Security 
- Firewalls etc

DATA CLASSIFICATION - Compliance, Criticality, Risk

DATA PROTECTION - Copies, Backups, DR, HA
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1. Foundational 
Security



Suojauksen 4. ulottovuus
Cyber hyökkäyksistä palautuminen eroaa totutusta palautumisesta

Category Traditional Recovery Cyber Recovery

Nature of impact Random
e.g. natural disasters

Targeted
engineered for maximum impact

Scope of impact Local / Regional Global
can affect any connected systems

Backup repository 
affected Not typical Possible

Recovery point Known Unknown
need most recent uninfected copy

Mitigation objective RPO/RTO RPO/RTO + Safe Recovery

Duration of impact Hours to Days Days to Weeks

Relative probability of 
occurrence Low High

Need Early 
Detection

Need Fast & 
Safe Recovery
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IBM PoV: Operatiivinen jatkuvuustikas

2. Data
Isolation

DATA ISOLATION

Logical Isolation Physical Isolation

Air Gapping

Least 
Privileged 

Access
Principals

DATA IMMUTABILITY
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2. Data
Isolation
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3. Discovery

DISCOVERY/DETECT

Primary Data 
(Snapshots)

Secondary Data
(Backups)

Data Integrity - Malware Scanning
Machine Learning - Inferencing

ANOMALY DETECTION
Near real-time with Machine Learning & Inferencing
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3. Discovery

SIEM 
Application

User Defined
Schedules

AI Powered
Anomaly
Detection

CleanRoom
Recovery testing & malware scanning

Crowd 
sources



IBM PoV: Operatiivinen jatkuvuustikas

3. Discovery
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4. Recovery FAST & SAFE RECOVERY

Modern Recovery
(Instant Mass Restore)

Known Recovery Stance
(Clean Copies)

Clean Room, Cyber Vaulting

MINIMUM VIABLE COMPANY
Understanding from Classification - on-array instant restoration

FULL COMPANY
Understanding from Classification - secondary restoration tasks
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5. Automation
AUTOMATION & ORCHESTRATION

Automated Isolation Automated Recovery

Integration with SIEM/SOAR

STORAGE RESILIENCY
Alerting, Orchestrated Recovery Groups, Playbooks
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5. Automation



Datan saatavuus on tiimityötä

DB

OS OS OS
APP APP APP

VM CONTAINERS CLOUD

Immutable snapshots

IBM Storage FlashSystem

Primary Storage

Detection

Flash Core Modules (FCM)

Detection

IBM Storage Defender Data Protect or Storage Protect 

Object              Tape              Cloud

Secondary Storage

Detection

Isolated Environment

On-Prem Cloud

Test / Identify recovery copy

Malware 
Scan

Workloads

Or

3rd party 
backup

Active Detection  
Dormant Detection  Dormant Detection  

IBM Storge Defender Sensors

IBM Storage Defender 
DRS/Predatar Platform (AuroraAI)

IBM Storage Sentinel 
/ Predatar

Test recoverability /XDR 
detectors / Cleaning

Recovery

Restore

Signals from 
environment 

View / Orchestrate

Analyze Signals/Sensor Data, Orchestrate and Report



KIITOS 
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